Configuring Windows 7 for the Augustana
Wireless Network

Follow these instructions to connect a Windows 7 computer to the Augustana wireless network.

1. Click the Windows (Start) button and then click Control Panel.
2. Click Network and Internet and then click Network and Sharing Center.

3. Click Manage wireless networks.
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Windows tries to connect to these networks in the order listed below.
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4. Click Add and then click Manually create a network profile.
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How do you want to add a network?

Lu Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




5. Enter the following information:

Network name: "AugustanaWiFi(Secured)"
Security type: "WPA2-Enterprise"
Encryption type: "AES"
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Enter information for the wireless network you want to add
MNetwork name: AugieWiFi(Secured)
Security type: [MPA.Z-En’ierplise v]
Encryption type: [AES ,]
Security Key: Hide characters

Start this connection autematically

[C] Cennect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
Mext I [ Cancel

6. Click Next and then click Change connection settings.
7. Click on the Security tab.
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Security type: | WPA2-Enterprise v

Encryption type: [AES v]

Il | Choose a network authentication method:

Mcrosoft: Protected EAP (PEAP) v)[ settings |
[7] Remember my credentials for this connection each
] time I'm logged on
0
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! [ Advanced settings J |
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Click the Settings button.

Uncheck Validate server certificate.

-
Protected EAP Ptopertiesl\

f W
\When connecting:
|1 validate server certificate

Connect to these servers:
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il | C] Entrust.net Secure Server Certification Authority

[7] Equifax Secure Certificate Authority

[7'] GlobalSign Root CA

I [7] GTE CyberTrust Global Root

[] Microsoft Root Authority

[7] Microsoft Root Certificate Authority
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Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) v| [ Configure... |

[7]Enable Fast Reconnect

[ Enforce Network Access Protection

|| Disconnect if server does not present aryptobinding TLV
|| [T]Enable Identity Privacy
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Click the Configure... button.

Uncheck Automatically use my Windows logon name and password (and domain if any).
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password {and domain if any).

Click OK and then click OK again.
Click Advanced settings.



. Check Specify authentication mode: and select User authentication.
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Delete credentials for all users

I [ | Enable single sign on for this natwork
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| | This network uses separate virtual LANS for machine
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. Click OK.

Note: If you want Windows to remember your username and password, check the box next to "Remember my
credentials for this connection each time I'm logged on". Note: After you change your Augustana password, you will
be prompted to enter your username and new password when you connect to the wireless network.
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16. Click OK, and then click Close.

17. Click on the wireless network icon in the system tray (in the lower-right corner of the screen).

Mot connected
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Augie VPN
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19. Enter your username and password when prompted and click OK.
Windows Security

Metwork Authentication

Please enter user credentials
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20. You will be connected to the Augustana wireless network.



